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(57) ABSTRACT

An apparatus and method for preventing the leakage of
vehicle information in a normal communication environment
by inserting fake communication data into vehicle communi-
cation traffic on a vehicle network. In the method for prevent-
ing leakage of vehicle information, a vehicle information
leakage prevention apparatus connected to an in-vehicle
module analyzes a vehicle communication protocol between
the module and another module. It is determined whether
encryption has been applied to the vehicle communication
protocol, based on results of analysis of the vehicle commu-
nication protocol. A method of generating fake communica-
tion data is selected depending on whether encryption has
been applied to the vehicle communication protocol. A fake
communication data is generated depending on the selected
method, and the generated fake communication data is trans-
ferred to a vehicle information leakage prevention apparatus
connected to the other module.

8 Claims, 4 Drawing Sheets
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APPARATUS AND METHOD FOR
PREVENTING LEAKAGE OF VEHICLE
INFORMATION

CROSS REFERENCE TO RELATED
APPLICATION

This application claims the benefit of Korean Patent Appli-
cation No. 10-2014-0065716, filed May 30, 2014, which is
hereby incorporated by reference in its entirety into this appli-
cation.

BACKGROUND OF THE INVENTION

1. Technical Field

The present invention relates generally to an apparatus and
method for preventing the leakage of vehicle information and,
more particularly, to an apparatus and method for preventing
the leakage of vehicle information in a normal communica-
tion environment by inserting fake communication data into
vehicle communication traffic on a vehicle network.

2. Description of the Related Art

Unlike in the past when Information Technology (IT) was
partially limited in vehicles, a vehicle itself has now come to
be configured as a single network system, that is, a vehicle
network system.

In a vehicle system, communication between the external
modules of a vehicle, as well as communication between the
internal modules of the vehicle is performed. In this way, as
the amount of communication in a vehicle has increased,
vehicle communication traffic used in the vehicle has also
increased. Accordingly, the amount of information that may
be leaked has also increased. Therefore, separate security
technology for preventing the leakage of vehicle information
in a vehicle network is required.

As disclosed in Korean Patent Application Publication No.
2010-0101805 entitled “Vehicle information reading appara-
tus and method, vehicle information transfer apparatus and
method for hacking prevention, and system using the appa-
ratuses and methods,” technology related to the hacking of
vehicle communication and a vehicle control system has been
recently developed. Therefore, in order to prevent hacking
related to this technology, research into security using an
Integrated Circuit (IC) chip, primarily led by Europe, has
been conducted.

However, security research using an IC chip may prevent
malfunctioning or the like in a vehicle, but it is impossible to
block attacks made by monitoring vehicle communication
traffic and extracting useful information without influencing
the control of a vehicle. Since the fundamental idea of
research using an IC chip is to prevent unauthorized com-
mands or access, it is impossible to block simple monitoring
of'traffic in a vehicle network during vehicle communication.

If an attacker infects part of an in-vehicle system and then
in-vehicle communication traffic is monitored and analyzed
from the infected system, there is a problem in that the prin-
cipal information of a specific important person ranging from
the driving information of a vehicle used by the specific
person to information such as frequently visited stores and
life patterns of the specific person may be extracted and
misused by system infection alone.

SUMMARY OF THE INVENTION

Accordingly, the present invention has been made keeping
in mind the above problems occurring in the prior art, and an
object of the present invention is to provide an apparatus and
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2

method that prevent the leakage of vehicle information in a
normal communication environment by inserting fake com-
munication data into the vehicle communication traffic of a
vehicle network.

In accordance with an aspect of the present invention to
accomplish the above object, there is provided a method for
preventing leakage of vehicle information, including analyz-
ing, by a vehicle information leakage prevention apparatus
connected to an in-vehicle module, a vehicle communication
protocol between the module and another module; determin-
ing whether encryption has been applied to the vehicle com-
munication protocol, based on results of analysis of the
vehicle communication protocol; selecting a method of gen-
erating fake communication data depending on whether
encryption has been applied to the vehicle communication
protocol; and generating fake communication data depending
on the selected method, and transferring the generated fake
communication data to a vehicle information leakage preven-
tion apparatus connected to the other module.

Selecting the method may include selecting a method of
inserting a basic identification value if it is determined that
encryption has been applied to the vehicle communication
protocol.

Selecting the method may include selecting a method of
inserting a One-Time Password (OTP) if it is determined that
encryption has not been applied to the vehicle communica-
tion protocol.

Transferring the generated fake communication data may
include, if it is determined that encryption has not been
applied to the vehicle communication protocol, inserting a
normal OTP into communication data when status of com-
munication between the modules is normal, and inserting a
random OTP into the communication data when the status of
communication is fake, thus generating the fake communica-
tion data.

The normal OTP and the random OTP may be provided
from an OTP server.

In accordance with another aspect of the present invention
to accomplish the above object, there is provided a method for
preventing leakage of vehicle information, including receiv-
ing, by a vehicle information leakage prevention apparatus
connected to an in-vehicle module, receiving fake communi-
cation data corresponding to the module and another module;
determining status of communication between the module
and the other module, using an identification value included
in the fake communication data; and controlling the commu-
nication between the module and the other module, in accor-
dance with results of determination of the communication
status.

The identification value may correspond to a basic identi-
fication value used when encryption has been applied to a
vehicle communication protocol, or a One-Time Password
(OTP) used when encryption has not been applied to the
vehicle communication protocol.

In accordance with a further aspect of the present invention
to accomplish the above object, there is provided an apparatus
for preventing leakage of vehicle information, including a
protocol analysis unit for analyzing a vehicle communication
protocol between an in-vehicle module and another module
and determining whether encryption has been applied to the
vehicle communication protocol, based on results of analysis;
an identification value insertion unit for, if it is determined
that encryption has been applied to the vehicle communica-
tion protocol, inserting a basic identification value into com-
munication data, thus generating fake communication data; a
One-Time Password (OTP) insertion unit for, if it is deter-
mined that encryption has not been applied to the vehicle
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communication protocol, inserting an OTP into the commu-
nication data depending on status of communication between
the module and the other module, thus generating fake com-
munication data; and a data transmission unit for transferring
the fake communication data generated by the identification
value insertion unit or the OTP insertion unit to a vehicle
information leakage prevention apparatus connected to the
other module.

The OTP insertion unit may be configured to, if the status
of communication between the modules is normal, insert a
normal OTP into the communication data, and if the status of
communication is fake, insert a random OTP into the com-
munication data, thus generating the fake communication
data.

The OTP insertion unit may be provided with the normal
OTP and the random OTP from an OTP server.

The apparatus may further include a method selection unit
for selecting a method for generating fake communication
data depending on whether encryption has been applied to the
vehicle communication protocol.

The method selection unit may be configured to, if encryp-
tion has been applied to the vehicle communication protocol,
select a method of inserting a basic identification value, and if
encryption has not been applied to the vehicle communica-
tion protocol, select a method of inserting an OTP.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features and advantages of the
present invention will be more clearly understood from the
following detailed description taken in conjunction with the
accompanying drawings, in which:

FIG. 1 is a diagram showing an environment to which an
apparatus for preventing the leakage of vehicle information
according to an embodiment of the present invention is
applied;

FIG. 2 is a diagram showing a vehicle information leakage
prevention apparatus for generating and transmitting fake
communication data according to an embodiment of the
present invention;

FIG. 3 is a diagram showing a vehicle information leakage
prevention apparatus for receiving fake communication data
according to an embodiment of the present invention;

FIG. 4 is a flowchart showing a method of preventing the
leakage of vehicle information by transmitting fake commu-
nication data according to an embodiment of the present
invention; and

FIG. 5 is a flowchart showing a method of preventing the
leakage of vehicle information by receiving fake communi-
cation data according to an embodiment of the present inven-
tion.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The present invention will be described in detail below
with reference to the accompanying drawings. Repeated
descriptions and descriptions of known functions and con-
figurations which have been deemed to make the gist of the
present invention unnecessarily obscure will be omitted
below. The embodiments of the present invention are
intended to fully describe the present invention to a person
having ordinary knowledge in the art to which the present
invention pertains. Accordingly, the shapes, sizes, etc. of
components in the drawings may be exaggerated to make the
description clearer.
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Hereinafter, an apparatus and method for preventing the
leakage of vehicle information according to embodiments of
the present invention will be described in detail with refer-
ence to the attached drawings.

FIG. 1 is a diagram showing an environment to which an
apparatus for preventing the leakage of vehicle information
according to an embodiment of the present invention is
applied.

First, vehicle communication traffic according to an
embodiment of the present invention denotes information
occurring in all communication performed via a vehicle com-
munication protocol, for example, the travel information and
driving information of a vehicle and the information of in-
vehicle modules.

Referring to FIG. 1, the environment to which the appara-
tus for preventing the leakage of vehicle information accord-
ing to an embodiment of the present invention is applied
includes in-vehicle main modules (first main module to N-th
main module) 110_1 to 110_N, sub-modules (first sub-mod-
ule to n-th sub-module) 120_1 to 120_, apparatuses 200 for
preventing the leakage of vehicle information, which are
located in the respective modules, and a One-Time Password
(OTP) server 300.

The vehicle information leakage prevention apparatuses
200, which are located on the respective modules, allow fake
communication data to be transmitted and received between
the individual modules, and prevent an attacker from identi-
fying normal communication, thus preventing information
from being leaked through vehicle communication traffic.

A transmitting side-vehicle information leakage preven-
tion apparatus includes a fake communication application
(Fake Communication App: FCA), and transfers fake com-
munication data to a receiving side-vehicle information leak-
age prevention apparatus via the FCA. In this case, the receiv-
ing side-vehicle information leakage prevention apparatus is
characterized by including an FCA in the same manner as the
transmitting side-vehicle information leakage prevention
apparatus.

Below, the configuration of the vehicle information leak-
age prevention apparatus 200 will be described in detail with
reference to FIGS. 2 and 3.

FIG. 2 is a diagram showing the vehicle information leak-
age prevention apparatus for generating and transmitting fake
communication data according to an embodiment of the
present invention.

Referring to FIG. 2, a vehicle information leakage preven-
tion apparatus 210 for generating and transmitting fake com-
munication data (hereinafter referred to as a “transmitting
side-vehicle information leakage prevention apparatus™)
includes a protocol analysis unit 211, a method selection unit
212, an identification value insertion unit 213, an OTP inser-
tion unit 214, and a data transmission unit 215.

The protocol analysis unit 211 analyzes a vehicle commu-
nication protocol, and determines whether encryption has
been applied to the vehicle communication protocol, based on
the results of analysis.

The method selection unit 212 generates a method of gen-
erating fake communication data based on the results of the
analysis by the protocol analysis unit 211.

In detail, if encryption has been applied to the vehicle
communication protocol, the method selection unit 212
selects a method of simply inserting a basic identification
value because an attacker cannot identify an encrypted
vehicle communication protocol. In contrast, if encryption
has not been applied to the vehicle communication protocol,
the method selection unit 21 selects a method of inserting a
One-Time Password (OTP).
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If encryption has been applied to the vehicle communica-
tion protocol, the identification value insertion unit 213
inserts a basic identification value into communication data,
and then generates fake communication data.

If encryption has not been applied to the vehicle commu-
nication protocol, the OTP insertion unit 214 is provided with
an OTP from the OTP server 300 depending on the status of
communication between modules, and inserts the OTP into
the communication data.

In detail, if the status of communication with a module
which will receive the communication data is normal, the
OTP insertion unit 214 inserts a normal OTP into the com-
munication data, whereas if the status of the communication
is fake, the OTP insertion unit 214 inserts a random OTP into
the communication data.

The data transmission unit 215 transfers the fake commu-
nication data generated by the identification value insertion
unit 213 or the OTP insertion unit 214 to a vehicle information
leakage prevention apparatus located in another module.

FIG. 3 is a diagram showing a vehicle information leakage
prevention apparatus for receiving fake communication data
according to an embodiment of the present invention.

Referring to FIG. 3, a vehicle information leakage preven-
tion apparatus 220 for receiving fake communication data
(hereinafter referred to as a “receiving side-vehicle informa-
tion leakage prevention apparatus™) includes a data reception
unit 221, a communication unit 222, an identification unit
223, and a filtering unit 224.

The data reception unit 221 receives fake communication
data from the transmitting side-vehicle information leakage
prevention apparatus 210.

The communication unit 222 receives an OTP enabling the
status of communication between modules to be detected via
communication with the OTP server 300.

The identification unit 223 determines whether an identi-
fication value indicative of fake communication is present in
the fake communication data received by the data reception
unit 221. Here, the identification value denotes a basic iden-
tification value used in a case where encryption is applied to
a vehicle communication protocol, or a random OTP used in
a case where encryption is not applied to the vehicle commu-
nication protocol.

The filtering unit 224 filters the corresponding vehicle
communication traffic if the identification value is present in
the data, received by the data reception unit 221, as a result of
the identification by the identification unit 223.

In this way, fake communication is performed only by a
vehicle intended to be provided with a fake communication
service, that is, a vehicle information leakage prevention
apparatus including a Fake Communication App (FCA).

Below, a method of preventing the leakage of vehicle infor-
mation by transmitting fake communication data will be
described in detail with reference to FIG. 4.

FIG. 4 is a flowchart showing a method of preventing the
leakage of vehicle information by transmitting fake commu-
nication data according to an embodiment of the present
invention.

Referring to FIG. 4, a transmitting side-vehicle informa-
tion leakage prevention apparatus 210 analyzes a vehicle
communication protocol with another module that commu-
nicates with the module corresponding to the apparatus 210 at
step S410.

The transmitting side-vehicle information leakage preven-
tion apparatus 210 determines whether encryption has been
applied to the vehicle communication protocol, based on the
results of analysis of the vehicle communication protocol at
step S410, at step S420.

15

20

25

30

40

45

55

6

If it is determined that encryption has been applied to the
vehicle communication protocol, the transmitting side-ve-
hicle information leakage prevention apparatus 210 generates
fake communication data by inserting a basic identification
value into communication data at step S430.

If it is determined that encryption has not been applied to
the vehicle communication protocol, the transmitting side-
vehicle information leakage prevention apparatus 210 deter-
mines whether the status of communication with a module
which will receive the communication data is fake at step
S440.

Ifitis determined that the status of communication with the
module which will receive the communication data is fake,
the transmitting side-vehicle information leakage prevention
apparatus 210 generates fake communication data by insert-
ing a random OTP into the communication data at step S450.

Ifitis determined that the status of communication with the
module which will receive the communication data is normal,
the transmitting side-vehicle information leakage prevention
apparatus 210 generates fake communication data by insert-
ing a normal OTP into the communication data at step S460.

The transmitting side-vehicle information leakage preven-
tion apparatus 210 transfers the fake communication data
generated at any one of steps S450 and S460 to a vehicle
information leakage prevention apparatus located in another
module at step S470.

Below, a method of preventing the leakage of vehicle infor-
mation by receiving fake communication data will be
described in detail with reference to FIG. 5.

FIG. 5 is a flowchart showing a method of preventing the
leakage of vehicle information by receiving fake communi-
cation data according to an embodiment of the present inven-
tion.

Referring to FIG. 5, the vehicle information leakage pre-
vention apparatus 220 receives fake communication data
from a vehicle information leakage prevention apparatus 210
located in another module at step S510.

The vehicle information leakage prevention apparatus 220
determines whether an identification value is present in the
received fake communication data, and if the identification
value is present, determines whether the status of communi-
cation between the module corresponding to the apparatus
220 and the other module is normal, using the identification
value, at step S520. Here, the identification value is a basic
identification value used in a case where encryption is applied
to the vehicle communication protocol, or a random OTP
used in a case where encryption is not applied to the vehicle
communication protocol.

If the status of communication between the modules is
normal, the vehicle information leakage prevention apparatus
220 maintains vehicle communication traffic without change
at step S530.

If the status of communication between the modules is not
normal, the vehicle information leakage prevention apparatus
220 blocks communication between the corresponding mod-
ule and the other module at step S540.

In this way, the vehicle information leakage prevention
apparatus may prevent vehicle information from being leaked
by an attacker during vehicle communication by utilizing
fake communication data. Therefore, even if a line between
modules, a specific sub-module or a specific main module is
infected by an attacker, and traffic is monitored, actual com-
munication content of another module that is not infected
cannot be known, so that the attacker cannot distinguish the
content of actual communication received from the other
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module from the content of fake communication, thus pre-
venting information from being extracted via the monitoring
of traffic.

In accordance with the present invention, the apparatus and
method for preventing the leakage of vehicle information are
advantageous in that, even if vehicle communication traffic is
monitored by an attacker, vehicle information or travel infor-
mation may be prevented from being extracted by the attacker
from the vehicle communication traffic.

As described above, optimal embodiments of the present
invention have been disclosed in the drawings and the speci-
fication. Although specific terms have been used in the
present specification, these are merely intended to describe
the present invention and are not intended to limit the mean-
ings thereof or the scope of the present invention described in
the accompanying claims. Therefore, those skilled in the art
will appreciate that various modifications and other equiva-
lent embodiments are possible from the embodiments. There-
fore, the technical scope of the present invention should be
defined by the technical spirit of the claims.

What is claimed is:

1. A method for preventing leakage of vehicle information,
comprising:

analyzing, by a vehicle information leakage prevention

apparatus connected to an in-vehicle module, a vehicle
communication protocol between the module and
another module;
determining whether encryption has been applied to the
vehicle communication protocol, based on results of
analysis of the vehicle communication protocol;

selecting a method of generating fake communication data
depending on whether encryption has been applied to
the vehicle communication protocol; and
generating fake communication data depending on the
selected method, and transferring the generated fake
communication data to a vehicle information leakage
prevention apparatus connected to the other module,

wherein transferring the generated fake communication
data comprises, if it is determined that encryption has
not been applied to the vehicle communication protocol,
inserting a normal OTP into communication data when
status of communication between the modules is nor-
mal, and inserting a random OTP into the communica-
tion data when the status of communication is fake, thus
generating the fake communication data.

2. The method of claim 1, wherein selecting the method
comprises selecting a method of inserting a basic identifica-
tion value if it is determined that encryption has been applied
to the vehicle communication protocol.
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3. The method of claim 1, wherein selecting the method
comprises selecting a method of inserting a One-Time Pass-
word (OTP) if it is determined that encryption has not been
applied to the vehicle communication protocol.

4. The method of claim 1, wherein the normal OTP and the
random OTP are provided from an OTP server.

5. An apparatus for preventing leakage of vehicle informa-
tion, comprising:

a protocol analysis unit for analyzing a vehicle communi-
cation protocol between an in-vehicle module and
another module and determining whether encryption
has been applied to the vehicle communication protocol,
based on results of analysis;

an identification value insertion unit for, if it is determined
that encryption has been applied to the vehicle commu-
nication protocol, inserting a basic identification value
into communication data, thus generating fake commu-
nication data;

a One-Time Password (OTP) insertion unit for, if it is
determined that encryption has not been applied to the
vehicle communication protocol, inserting an OTP into
the communication data depending on status of commu-
nication between the module and the other module, thus
generating fake communication data; and

a data transmission unit for transferring the fake commu-
nication data generated by the identification value inser-
tion unit or the OTP insertion unit to a vehicle informa-
tion leakage prevention apparatus connected to the other
module,

wherein the OTP insertion unit is configured to, if the status
of communication between the modules is normal,
insert a normal OTP into the communication data, and if
the status of communication is fake, insert a random
OTP into the communication data, thus generating the
fake communication data.

6. The apparatus of claim 5, wherein the OTP insertion unit
is provided with the normal OTP and the random OTP from an
OTP server.

7. The apparatus of claim 5, further comprising a method
selection unit for selecting a method for generating fake com-
munication data depending on whether encryption has been
applied to the vehicle communication protocol.

8. The apparatus of claim 7, wherein the method selection
unit is configured to, if encryption has been applied to the
vehicle communication protocol, select a method of inserting
a basic identification value, and if encryption has not been
applied to the vehicle communication protocol, select a
method of inserting an OTP.

#* #* #* #* #*



